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Abstract Content Delivery Networks (CDN5s) rely heavily on hierarchical caching architectures to filter redundant traffic and
protect origin servers. However, this dependency on traffic locality creates a fundamental vulnerability to Cache Pollution
Attacks (CPA). While traditional CPAs employ static flooding strategies, the emergence of adversarial strategy introduces the
threat of adaptive, optimized attacks that can bypass conventional defenses. In this paper, we propose a novel adversarial
framework that leverages gradient-free reinforcement learning to explore the performance boundaries of multi-tier CDNS.
Operating in a strictly black-box environment, our framework models the attack as a Partially Observable Markov Decision
Process (POMDP) and utilizes a perturbation-based policy search algorithm to optimize the dispersion of attack traffic. Ex-
tensive simulations on a three-tier CDN topology demonstrate that the system is far more fragile than previously understood.
We show that an optimized attack with a modest capacity of 120 requests per second is sufficient to saturate the origin server,
inducing a packet drop rate exceeding 30%. Furthermore, our microscopic analysis uncovers two counter-intuitive cascading
failure mechanisms: Mid-tier Hotspot Back-pressure, where edge failures force popular traffic upstream, and the Decoupling of
Request Rate and Hit Ratio, where increased request volume paradoxically leads to lower cache utility due to traffic dispersion.
These findings highlight that the most devastating attacks are those that dismantle the statistical foundations of caching logic
rather than merely exhausting bandwidth.
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