HEEA ETHREEYR e
THE INSTITUTE OF ELECTRONICS, TECHNICAL REPORT OF IEICE.
INFORMATION AND COMMUNICATION ENGINEERS

27— DIREAZERBLIZPSEIJuy 7F 2 — BT 3
Sybil BCEEMHITF1E

B F£KT kil ER

ATV NE VNS R e MR 2 T
T 567-8570 KERFZRA TG EH] 2-150
1 SRR T T
T567-8570 RBRIFHATIEEHT 2-150
E-mail: 1is0583ff@ed.ritsumei.ac.jp, TTkamiakiQfc.ritsumei.ac.jp

HE5FL TuvrFz—rTR, HFRToy 72ERTIBICHRY N —20BIMEEETT 0y 72T 529
DERIEHIThNE. REMZEREERE LT/ — FOFERENCHE S S BFAEE TH % PoW (proof of work)
NETFOLND. GEEHDOHFTD PoS (proof of stake) &, FH 7wy 7 ZBIMNT 2HHZ[ 2D T—% (/—F)
M, RETZ2EER (RT—2) XHEOSVTENEN S, Z0artryH 27T XL0RMEE LT, 7ay 248
HiZ PoW D XS WCEHHEREANKFET 20 TIdRL, AT —7BPZ VI RBINIHERIELL LD, Tuv 74
BICEDIEET 24T 4 THEL BB VS HMARIR->TWS. PoS D ZDEMAZ, RT—7BDZ WA
YF =R o TIEMEL —HT, Fzlhky hNI—2RZBIMLIEAT—7EDOVRVAY F—&RIZE 5 TEAR
MRz EAH S, ZOE, FEANY F—2E 70y 2AERIGEH XN IEED, A7 —27BDZVWAY F—X&
WHNBED L, oduay ZERDA Y2y T 4 ThPR0WED, FFEDNY F—RIZRAT—780%ERT5. Z0
K ORIIE, v b= DOBPERPN I EER ST TR, ¥F 2V T4 VAT ZED I[N H 2. £
CTARETIE, N TF—RETAT—27DEFERHET 24 >ty T 4 TFERIERTS. —HTRT— 270781k
ERZ e, HBOBAN)TFT—RE2y FU—IHAL, PERXT Ry ZHEKEITS Sybil WEIZH LUMEHIC K % AlHE
WD s. ZZTARTIE, NV TF—RORBEBERAWEZ 722 72X >T, FEORHYERT sybil WEE %
WIS 2 FIEZIRET 5.

F—7—F Blockchain, Proof of Stake, 7 A X1 >

Sybil Attack Detection Method in PoS Blockchains
Considering Stake Centralization

Keita YASHIKI' and Noriaki KAMIYAMAft

1 Graduate School of Information Science and Engineering, Ritsumeikan University
2-150, Iwakura-cho, Ibaraki, Osaka 567-8570
1 College of Information Science and Engineering, Ritsumeikan University
2-150, Iwakura-cho, Ibaraki, Osaka 567-8570, Japan
E-mail: is0583{f@ed.ritsumei.ac.jp, ttkamiaki@fc.ritsumei.ac.jp

Abstract In a blockchain, consensus building is performed among all network participants to share new blocks
upon their generation. A representative example of this is Proof of Work (PoW), a competitive consensus mech-
anism based on the computing power of nodes. In contrast, Proof of Stake (PoS) selects validators (nodes) that
earn the right to add new blocks based on the amount of assets they hold, known as their stake. A defining charac-
teristic of this consensus algorithm is that block producers do not rely on computational power as they do in PoW;
instead, the higher a participant’s stake, the higher their probability of being selected and the greater the incentives
they earn. While this PoS mechanism favors validators with large stakes, it creates a disadvantageous environment
for new participants with smaller stakes. As a result, new validators have fewer opportunities to be selected for
block generation compared to those with high stakes. Because they also receive fewer incentives, stake becomes
concentrated among specific validators. This situation not only undermines the decentralization and fairness of
the network but also potentially increases security risks. To address this, this paper proposes an incentive-based
method to resolve the concentration of stake among validators. However, attempting to decentralize stake can make
the network vulnerable to Sybil attacks, where an attacker injects multiple fake validators to illegitimately generate
blocks. Therefore, this paper also proposes a method to detect Sybil attackers exhibiting specific characteristics
through clustering based on validator feature sets.
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