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Abstract The current Web uses a location-based mechanism for accessing information. This method concen-
trates a great deal of responsibility and authority in the hands of the administrators of the servers that provide
the information, allowing them to delete, alter, or censor information at their discretion. As a result, information
on the Internet is dominated by a few large platforms. The InterPlanetary File System (IPFS) was developed to
fundamentally address these issues of centralized management. IPFS operates on a P2P network and employs a
decentralized mechanism in which each node autonomously stores and shares information. This allows information
to be managed without relying on centralized operation, making it resistant to censorship and tampering and highly
tolerant to failures. However, the current IPFS protocol is vulnerable to Sybil attacks. A Sybil attack disrupts
the network by generating a large number of fake nodes. When such an attack occurs, the attacking nodes prevent
routing to legitimate nodes, effectively enabling censorship. Therefore, this research aims to establish an on-demand
method for detecting Sybil attacks in IPFS and to examine techniques for identifying attacker hosts. The proposed
method initiates measurements of nearby peers when a user requests content, and analyzes the Peer ID distribution
of the responding nodes in an XOR metric space. Under normal conditions, PIDs near a CID are roughly evenly
distributed, whereas under a Sybil attack, bias and a decrease in distributional entropy appear. Based on this
difference, deviation from the reference distribution is used as an indicator to detect anomalies. Furthermore, due
to the nature of on-demand detection, the detection rate and cost vary depending on the popularity of the content.
We evaluate these effects and propose an efficient and effective method for detecting Sybil attacks.
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