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Abstract In recent years, damage caused by Distributed Denial-of-Service (DDoS) attacks targeting enterprises and organi-
zations has become serious, significantly impacting social and economic activities. In particular, the Crossfire Attack (CFA)
addressed in this study differs from conventional DDoS attacks as it targets network links rather than servers. Consequently,
conventional DDoS detection methods, such as detecting attacks at the target server or identifying abnormal traffic, are difficult
to apply, making CFA a hard-to-detect attack. Due to these factors, CFA poses a potential threat of causing immense damage
to networks, necessitating effective and efficient countermeasures for vulnerable areas. In this study, to measure the cost-effec-
tiveness for an attacker, we set the number of available bots per attacker and conduct simulations of attacks initiated from bots
distributed across network areas. We evaluate how network vulnerability to CFA varies depending on the attacker’s budget and
bot selection strategy.
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2. Crossfire Attack (CFA)
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1: Structure of Crossfire Attack
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Regular Traffic Ratio (RTR)

RTR (Regular Traffic Ratio) 1%, IEfl b o b v 72 ONMHERT
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(2) BTDseVyy,t € Vig DRTITOWTHRIERE Py, %
BH3 3.

(3) &V Y7 1€ Lboundary \22WVT, RREREOHTI
3EE T 2R DB Count (1) BHEFTT 5.

(4) FEREEEEL Nior CTRRELL, EHULZEITS.
Count(l)

Ntotal

Attack Concentration Ratio (ACR)
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(a) Topology

(b) Cluster Classification

2: AGIS Network Topology and Cluster Classification

3% 1: Cluster Information for AGIS Network

Cluster | Color Location / Cost per Install
0 @ Blue | HERILAT - $0.1376
1 Orange | KREHRES + $0.1000
2 @ Green | PHifER - $0.1800
3 @ Red RFEALHR - $0.1282
4 @ Purple | HFFREL - $0.1282

(a) Topology

(b) Cluster Classification

3: Allegiance Telecom Topology and Cluster Classification

% 2: Cluster Information for Allegiance Telecom

Cluster | Color Location / Cost per Install
0 @ Blue | KFEILAL - $0.1300
1 Orange | PHifgE - $0.1200
2 @ Green | HEFILAL - $0.1800
3 @ Red KPEFPAER - $0.1500
4 @ Purple | HUEREFGE - $0.1000

(a) Topology

(b) Cluster Classification

4: At Home Network Topology and Cluster Classification

3% 3: Cluster Information for At Home Network

Cluster | Color Location / Cost per Install
0 @ Blue | KFEILAL - $0.1000
1 Orange | PHifgf - $0.1533
2 @ Green | KFEFHREAL - $0.1267
3 @ Red SRR -+ $0.1000
4 @ Purple | HUERILER - $0.1800
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"B, #FIFVARCBVTEHERER AR Yy MUK, TEEK
TV 7DRy NEMTREST 2 e THEE XIS, ZhLDE
FRICEDE, ARETIE TA OFIEIWEBERNRICE X 28 %257
Wrs 5. BARINCIE, TA ¥ L GEET 2 AWICHERE L kF
D) —FEEDY A X% 2, 3, 5 LBLIEEKTr—RZoO0N
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(a)TA Size 2

(b)TA Size 3

(c)TA Size 5
5: Comparison of Cost-Effectiveness by TA Size in AGIS Net-

work
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b) Cluster2 (FEiFETY 7) IR SN 2R R R 258)
Cluster 2 1%, FH 577 FARMTIXIRD FHER Ny 7
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HIEAFTIREE ¥ 72 2 W3, Cluster 2 D AAMEZHIZ UK, RIKK
121% Global > F V) IR E WM R EZER Lz, T4,
Cluster 2 D’PHHBRICIREL TWAE 7O TH 5. KFEFHIIH
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5.3 Allegiance Telecom (=3 |7 % FRE#ER
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(a)TA Size 2

(b)TA Size 3

(¢c)TA Size 5
6: Comparison of Cost-Effectiveness by TA Size in Allegiance

Telecom
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7% 4: Comparison of Link Density R and Number of Connected TAs

Network Nodes (|V|) Edges (|E|) Ratio(R) TAs
AGIS 82 92 1.12 478
At Home Network 46 55 1.20 232
Allegiance Telecom 53 88 1.66 7817

£ 41TRTED, AGIS B X U8 At Home Network I8\ T,
R DfEA%7 1.1 ~ 1.2 (AGIS: R ~ 1.12, AtHome: R ~ 1.20) T
H2DITHL, Allegiance Telecom Tid R ~ 1.66 £ ZEH L T&
WEZRLTWS.

12D/ = F2oEHINd Ty DENZW (TROBROD
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v b= PEEHEETH 2 DITH L, Allegiance Telecom
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5.4 At Home Network |- &7 3 FHERER

712, At Home Network IZBWT TA ¥ A4 X% 2, 3, 5¢&
ZL X B 756 OFHIiFEREZ R T

(a) TA Size 2

(b) TA Size 3

(c) TA Size 5

7: Comparison of Cost-Effectiveness by TA Size in At Home
Network

a) FHARERICH SN BREEM

X 7 DFERITHBNT, fhd Cluster Tl& TA ¥4 XDIERP T
OB ERRILH T 2 DI L, Cluster 3 ZHWz
WEY F ) ATIE, TA A XL THREENEETH FIHEE
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b) FLEREEERE M T 7 4 v 7 OEIGIC X BRI

Cluster 3 ICRON 2 REMEOERZHS2ICT 5720, &%
Cluster ZIEILY L725ED, TA VA XL REFREEET 5
74 v 7 QEEOEBREAN L. K8 IXZDHRERLIZD
DTH5.

8: Transition of Unreachable Rate with Varying TA Sizes
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