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Abstract In recent years, damage from DDoS (Distributed Denial of Service) attacks targeting corporations and
organizations has become increasingly severe, having a significant impact on social and economic activities. The
Cross-Fire Attack (CFA), the focus of this research, is distinct from conventional DDoS attacks as it targets network
links rather than servers. This characteristic makes it difficult to apply traditional DDoS detection methods, such as
monitoring at the target server or identifying anomalous traffic, establishing CFA as a stealthy and hard-to-detect
form of attack. These factors suggest that CFA poses a significant future threat to networks, necessitating effective
and efficient countermeasures for vulnerable areas. This research, therefore, proposes a metric based on the cost—
effectiveness for the CFA attacker and devises a method for estimating CFA-vulnerable areas based on this metric.
The ultimate goal is to establish technology to effectively reduce the CFA efficiency of vulnerable areas at a low cost.
As the first stage of this research, we consider the CFA efficiency as an index representing the cost-effectiveness

for an attacker. The average CFA efficiency for an entire target area, 7,,.,, pProposed in this study is defined by

7 _— _Rarca
area Costiotal

area, while the denominator C'osttq; indicates the number of bots used multiplied by the relative cost of the bots.

. Here, the numerator Ry, represents the blocked traffic ratio on the boundary links of the target

In our model, we define the relative cost of bots based on their connection speed and associated costs. Based on the
number of bots and their relative costs, we construct several attack scenarios and investigate the CFA efficiency for

each target area under these scenarios.
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