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ABSTRACT
Content Delivery Network (CDN) enhances Internet scala-
bility and resilience against traditional Distributed Denial-
of-Service (DDoS) attacks by deploying cached edge servers
close to end-users. However, CDNs remain vulnerable to
unique attack vectors, such as cache pollution attack (CPA).
While existing research focuses on attack detection and miti-
gation, this paper investigates optimized CPA strategies from
an adversarial perspective, specifically targeting CDN origin
servers to bypass edge server defenses and amplify DDoS
impacts. We analyze the attack mechanisms, evaluate per-
formance degradation under varying CPA parameters, and
quantify the scalability of this DDoS vector. Experimental
results demonstrate that optimized CPA can exhaust origin
server resources with fewer malicious requests, highlighting
a pressing need for robust CDN architectural countermea-
sures.

CCS CONCEPTS
• Security and privacy→ Denial-of-service attacks.
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1 INTRODUCTION
A Content Delivery Network (CDN) is a globally distributed
server network designed to deliver content to users more
efficiently and rapidly. It achieves this by strategically de-
ploying multiple nodes worldwide to cache content. The
CDN operates by distributing copies of content to servers
across diverse geographical locations. When a user requests
content, the CDN serves it from the nearest server to the user,
thereby reducing data transmission distance and accelerating
content delivery.
Key components of a CDN include cache servers located

near users to rapidly deliver cached content; caches, which
temporarily store recently accessed content to reduce re-
trieval latency; and the origin server, which is only queried
when requested content is unavailable in edge caches. While
caching is critical to CDN functionality, it introduces vulner-
abilities. Although cache servers face risks similar to other
servers, such as Distributed Denial-of-Service (DDoS) at-
tacks, the origin server is shielded from direct attacks due to
its exclusive communication with cache servers. However,
CDNs are particularly susceptible to cache-specific threats,
such as Cache Pollution Attack (CPA). Once a CDN cache
is compromised, its performance and response time may
degrade significantly, while unexpected traffic surges redi-
rected to the origin server impose sudden operational pres-
sure.
Despite extensive research on detecting and mitigating

CPA[5][1], analyzing attack characteristics from an adver-
sarial perspective may yield novel insights. Based on [4], this
paper will conduct research on the hierarchical cache system
by using the genetic algorithm.

Overall, our contributions are as follows:

• We proposed an M/M/1 model applicable to hierarchi-
cal cache system.

• We proposed a genetic algorithm scheme for optimiz-
ing the attacker’s strategy.

• We analyzed the distribution characteristics of the at-
tacker’s requests and other features under the optimal
attack strategy.

https://doi.org/10.1145/3680207.3765658
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2 ANALYTICAL MODEL
2.1 M/M/1 queue model
We define 𝜇 as the mean service time following an exponen-
tial distribution,𝑀 as the number of content items provided
within the CDN, and 𝜆𝑒𝑖 as the Poisson arrival rate of requests
for content 𝑖 in cache server. Thus, we can use the𝑀/𝑀/1
queueing model formula, which is widely used for simulat-
ing system operation, to derive the average response time
𝑊 for the CDN by

𝑊 =
1

𝜇 −∑𝑀
𝑖=1 𝜆

𝑒
𝑖

. (1)

The request rate redirected from cache servers to the ori-
gin server for content 𝑖 , 𝜆𝑜𝑖 can be calculated using the cache
hit ratio ℎ𝑖 by

𝜆𝑜𝑖 = ℎ𝑖𝜆
𝑒
𝑖 . (2)

We use the 𝐶ℎ𝑒 approximation to estimate the cache hit
ratio ℎ𝑖 for content 𝑖 on the cache server[2]. Let 𝐶 represent
the cache size of the server, meaning the maximum number
of content it can store. According to the 𝐶ℎ𝑒 approximation,
the cache hit ratio ℎ𝑖 can be expressed as

ℎ𝑖 ≈ 1 − 𝑒−𝑞𝑖𝑡𝑐 , (3)
where 𝑡𝑐 is the characteristic time of the cache server. With
equation (3), 𝑡𝑐 can be calculated using

∑𝑀
𝑖=1 ℎ𝑖 = 𝐶 .

2.2 Hierarchical Cache System
Compared to conventional CDNs, the hierarchical cache
system introduces a central server between edge servers and
the origin server to buffer requests from edge servers as
shown in Fig.1. Notably, requests reaching the central server
can be considered analogous to those targeting the origin
server in standard CDNs.

Figure 1: CDN of hierarchical cache model
Network latency constitutes a significant portion of the

average response time. We define 𝑇 as the network latency
between the cache server and the origin server. The latency
between edge servers and the central server is defined as 𝑇1,
and the latency between the central server and the origin
server is defined as𝑇2. As validated in [3],𝐶ℎ𝑒 approximation
is applicable to multi-layer LRU caching systems. Based on
Equations (1) and (2), the average response times are derived
as𝑊𝑒 for edge servers,𝑊𝑐 for the central server, and𝑊𝑜 for
the origin server. Consequently, the average response time

for a user requesting content from an edge server falls into
three scenarios: edge server cache hit 𝑟𝑒 , central server cache
hit 𝑟𝑐 , and origin server access 𝑟𝑜 . It’s obvious that 𝑟𝑒 =𝑊𝑒 .
𝑟𝑐 and 𝑟𝑜 can be expresses by

𝑟𝑐 = 𝑊𝑒 +𝑊𝑐 +𝑇1, (4)
𝑟𝑜 = 𝑊𝑒 +𝑊𝑐 +𝑊𝑜 +𝑇1 +𝑇2 . (5)

Let ℎ𝑒𝑖 denote the cache hit ratio for content 𝑖 at the edge
server, and ℎ𝑐𝑖 represent the cache hit ratio for content 𝑖 at
the central server. The expected average response time 𝑅𝑖
for content 𝑖 under different scenarios is expressed as

𝑅𝑖 = ℎ𝑐𝑖 𝑟𝑒 + (1 − ℎ𝑐𝑖 )ℎ𝑒𝑖 𝑟𝑐 + (1 − ℎ𝑒𝑖 ) (1 − ℎ𝑐𝑖 )𝑟𝑜 . (6)

By incorporating the popularity distribution of content, 𝑅m
the overall expected average response time across all content
is given by

𝑅 =

𝑀∑︁
𝑖=1

𝜆𝑖𝑅𝑖∑𝑀
𝑖=1 𝜆𝑖

. (7)

3 OPTIMUM ATTACK AGAINST CDN
CACHES

Let 𝜆𝑇 represent attack capacity, which is the total request
rate that the attacker can generate, and 𝑠𝑛𝑖 represent the
proportion of requests the attacker sends for content 𝑖 in
edge server 𝑛 relative to the total request rate. Thus, the
request rate 𝜆𝑛𝑖 for content 𝑖 in edge server 𝑛 sent by the
attacker can be expressed as follows

𝜆𝑛𝑖 = 𝑠𝑛𝑖 𝜆𝑇 . (8)

The optimal attack strategy will reflect how the attacker
allocates limited resources across different servers to achieve
their objective. In the GA, the average response time of the
origin server𝑊𝑜 is adopted as the fitness, reflecting the at-
tacker’s objective to maximize the volume of requests reach-
ing the origin server. We use algorithm 1 to implement the
GA and obtain the attacker’s optimal strategy.

Algorithm 1 Optimum allocation of sending rate of attack
packets on each CDN edge server
1: Randomly set 𝑠𝑛𝑖 as the initialized chromosomes
2: To achieve crossover, set any two chromosomes as a

group and randomly exchange of 𝑠𝑛𝑖 in groups
3: To achieve mutation, randomly change two 𝑠𝑛𝑖
4: To achieve selection, add attacker’s request to the normal

request and calculate𝑊𝑜 as fitness. Then select the best
chromosomes from the parents and children

5: Repeat steps 2, 3 and 4 until 𝑁 generations
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4 NUMERICAL EVALUATION
We conduct computer simulations to evaluate CDN perfor-
mance variations under cache pollution attacks. Our hier-
archical cache system model contains 10 edge servers, each
receiving 200 normal requests per second. The system pro-
vides 10 content items of equal size, with content popularity
following Zipf’s distribution(𝜃 = 4). Cache capacities are
set to 3 for edge servers and 6 for central servers. Service
times are configured at 1.67𝑚𝑠 for edge/central servers and
3.33𝑚𝑠 for the origin server. Network latency is modeled
with 500𝑚𝑠 between edge and central servers(𝑇1), and 300
ms between central and origin servers(𝑇2). All cache servers
implement LRU replacement policies, and content request
rates are calculated based on the Zipf popularity distribution.

4.1 Attack Request Distribution
With 5 edge servers, Fig.2 shows two 𝜆𝑇 -dependent attack
strategies: beyond threshold, concentrated targeting of spe-
cific edge servers (a); below threshold, uniform distribution
across all servers (b). Iterative 𝜆𝑇 subdivision determines this
strategic transition threshold.

Figure 2: Attack request distribution
Both strategies prioritize targeting low-popularity but at-

tackers avoid saturating requests toward a single unpopular
item. Instead, they distribute requests smoothly across mul-
tiple low-popularity items to prevent high traffic that might
reduce attack efficacy.

4.2 Cache hit ratio and GR
To quantify the DDoS impact of CPA, the analysis focuses
on the request rates redirected to the origin server and the
central server. The growth rate of average response time (GR)
is introduced to measure performance degradation under
attack scenarios. The GR is defined as 𝐺𝑅 = 𝑅−𝑅𝑛

𝑅𝑛 where 𝑅𝑛
and 𝑅 denote the average response time under normal and
attack conditions, respectively.

Figure 3(a) shows cache hit ratio variations for the top-four
content items under CPA. Without attack (𝜆𝑇 = 0), ratios
follow Poisson distribution across all ten items. Under attack
(𝜆𝑇 > 0), ratios for rank 2-3 content decrease substantially,

while rank-1 content shows marginal degradation. The con-
sistent behavior observed in lower-ranked items empirically
demonstrates CPA-induced cache efficiency degradation and
upstream traffic amplification.

Figure 3: (a) Cache hit ratio and (b) GR against attack
capacity
Figure 3(b) analyzes GR versus 𝜆𝑇 . At 𝜆𝑇 = 100, uniform

attack distribution yields low GR. When 𝜆𝑇 = 200, optimal
strategy shifts to single-server targeting, triggering sharp
GR surge on victim servers. Nontargeted servers show linear
GR increase from residual attack traffic.

5 CONCLUSION
This study demonstrated that CPA pose a significant threat
to hierarchical CDNs, even under normal operational con-
ditions with minimal upstream server traffic. By optimizing
attack strategies via a genetic algorithm, we revealed that
attackers can bypass the isolation of edge servers in CDN
through CPA and carry out DDoS attacks on the origin server.
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