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Abstract As the use of Content Delivery Network becomes increasingly widespread, they also face growing secu-
rity threats. To ensure the efficient operation of CDN and prevent destructive attacks, extensive research focuses
on optimizing defense strategies. This paper approaches the issue from an attacker perspective, aiming to optimize
attack strategies to investigate attack characteristics. The optimization criterion is to maximize the average response
time of services. We employ the M/M/1 queue model and Che approximation to construct a hierarchical CDN and
use the genetic algorithm to optimize the attack strategies against the CDN. Our study reveals the optimal attack
strategies and their impacts under various CDN parameters. By analyzing these data, we identify the vulnerabilities
of CDN, and the significant characteristics exposed by attackers during the optimization process.
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Algorithm 1 Optimum allocation of sending rate of attack

packets on each CDN cache server

1: Randomly sets s} as the initialized chromosome, which 0 <
st <1

2: To achieve crossover, sets any two chromosomes as a group
and randomly exchange of s}’ in groups

3: To achieve mutation, randomly changes a s}', which 0 < s?' <
1

4: To achieve selection, adds attacker’s request to the normal
request and calculate the R as fitness and selects the best
chromosomes from the parents and children

5: Repeats steps 2, 3 and 4 until NV generations
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