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Abstract Content Delivery Networks (CDNs) are widely used technologies for efficiently delivering content over
the Internet. Along with their widespread adoption, an increase in Distributed Denial of Service (DDoS) attacks
has been reported. DDoS attacks target the IP address of an Origin Server (OS) and overwhelm it with massive
traffic, causing service disruptions. In this study, we focus on a vulnerability where attackers can evade firewall
detection by spoofing the IP address of a CDN to conduct DDoS attacks. To address this issue, we propose a
two-stage detection method using dynamic threshold settings based on the Z-score method, achieving both high
detection accuracy and low processing overhead. However, this method assumes log verification on authoritative
DNS servers. When users’ name resolution requests are processed by Local Domain Name System (LDNS) servers,
relying solely on authoritative DNS server logs makes accurate detection challenging. Therefore, in this paper, we
propose an enhanced two-stage detection method that performs log verification on LDNS servers to mitigate the
risk of log omissions during cache hits in DDoS attacks targeting OSs. To validate the effectiveness of the proposed
method, we evaluate the delay and server load associated with the log verification process. Additionally, while
conventional evaluations assume attacks targeting a single OS, this paper investigates the load distribution effects
in attack scenarios targeting multiple OSs.
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