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Abstract CFA (Crossfire Attack) is distinguished from other DDoS (Distributed Denial of Service) attacks by
its characteristic of targeting links rather than servers. CFA can cause significant damage to networks due to their
difficulty in detection. However, traditional defense models that rely on detecting DDoS attacks at servers are no
longer effective for CFA due to focusing on links. A possible way to provide a more target-oriented defense against
CFA is to deploy a defense against the network topology in which the server resides before the attack is launched.
However, since the target areas chosen by an attacker are unpredictable, it is difficult to predict CFA attacks in
advance and implement a defense plan. Therefore, in this paper, we define a measure to evaluate the impact of
CFA and analyze several network topologies to identify the characteristics of vulnerable areas of network topologies
susceptible to CFA attacks, and we propose an algorithm to select vulnerable areas using these characteristics. The
proposed algorithm can efficiently find vulnerable areas of network topologies susceptible to CFA attacks. Further-
more, we evaluate the accuracy of the proposed algorithm in selecting vulnerable areas to confirm the effectiveness
of the proposed algorithm.
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1. FLoic DYV I EREHARETZILT, =7 v P Y 7HDKRR b

DDoS (Distributed Denial of Service) WE ¥ X, KED
T=&NRTy bRV TR M EMNEY - NTERFL, FOY—
NZWEFNIEETA Y MV =7 - XM REICT 21T
HTH5. FFEDKR MIF 5 DDoS BB L TIE, ¥—
NEXY MU= DRI 74 70+ — L2 i%E LK
BTy FEHHEILED, 3y VY —FHEFEDLRERLZITT
W3 Prefix # BGP /L — 2 THIF 2 R O ERH W s

ZEETHEIRAE L § % Crossfire Attack (CFA) O RREDEH
INTW3 2], —fkM7% DDoS B X 1384 b, CFA oxk
FHIZ, WROEEDSY —ANTERL, Fy PV —2HDY ¥
ITH5. HEF—NZUTZHOY U7 BAREPITZ L
T, =7y b2V 7 (TA) 4 OBEELH#EKL, TAN
DA PANDFEZHND WL T — R ET L L
ZHNE T 3.



CFA TRHRBX -7 v bV VI EEET 5 7-DICREBITHE
IH, REZHWSRZKEDORY b X—F v b 7 ADEK
DH— K U traceroute 2175 28T, X—F v b2 VU7
ENED A VT =P BBV UV IERRT L. DXk
BRI —XDK, Ky " 2o#EELEN Iy ZINEEL
R—=TFy N) YO ERBERTEEOIR, X—F v v U T ORI
WEETAEBOT a4V —NEERNTE, ZLTHET = —
RIZBWTIX, ZEORy b2 oEBOT a4 —rHf L b
Sy ZERTILTR—Fy V)Y EEaRET 3 [2).

EESIIINETIZ, CFA RV BREENR—7 v b
VI RBEET DD KED traceroute 175 Z X IWCEHL,
traceroute D FEEMPFICHE DI HER A FOMRANTERIRE L
72[8]. L2 L [8] Z&DREFED CFA OfFFIE, FITHEHRK
BEMICBIT S CFA Ml T2 2 2H LTED, CFA
R LU THEFSR T Y 7 2 Hic TR L, EArRfmERy
THEANC CFA IZfE 2 270 R s iz,

2. HiTIHRRB X512, THNETIZ CFA 2175 Ky 27
L, BRIV X LARKE T = —X 2BV T Ty FEH
5% Z ¥ T CFA 2§ 242 2 ARDPBEFHF XA TW3S.
L2 LBAISh R 2 1A L X8 2 7291213 CFA OFA % KR
SRERHD, WY = — XFICTHA - BiHZTS e hEE
LW, R LBIRETERY PV =20 bR I LV TIBTE
7% CFA O % —%" v b2 THIT 2 HEEAE RN, 22T
ARTIE, MK CFA DX —% v bR ZAREEDEH WY 7
WHRLT & DR % BT 2 2 2 WX LT, CFA
R LTSS R T U 7 OEH TR B 7 12U X 0%
K35, L TRESFATERI N ) 7 e HENZY 7
BIROEREZE ST 2 22T, BE7 V2V X2 OMARE% M
L, BEAROEMM L BEEREET 2. A7 1a ) Xaick
DEFIR LY 7 RRET B 22T, MR Zhesny 7
T AR X D AIRMCERT 2 2 2HIET. UT, 2.
HiCEEFIC DWW TR, 3. i T CFA IZOWTibY, 4. fi
T CFA O¥MEEOFAREICOWTHRRS. Z LT 5. HiTik
R7na) XLOME, 6. HiCHEREFEMEITY, 7. HiTekE
FeHb.

2. B &EHRE

BEFED CFA ORISR EIFAICE L 2 E TIIERSINT
WB R, R 2 — 2B 380, %7 =2—X
WKBIIEMOVWTIPICHETES. WBY = - 2B
28 LT, ¥3 CFA OFEAZBAT 204D 5 (3] [4].
Narayanadoss 53&X—7v P )Y 7D oy 7mEHlIEL,
ANN, CNN, LSTM 7 ¥ O @8 % FH\WT CFA OF4EY
VI EBHT 2 HREREL TV [3]. Xue H3L—XMET
E2E & L &Ky D7 7 7 4 ZHEZEITV, CFA OF4E
VY Y ERAIT 2 HREEREL TS 4. 2ZLIASDHR
Tl CFA 217> TWARE 7 0 —13RETE Rz, CFA
DFFENIAT Z 20,

XLIHET = — 2B 5HMkie LT, Software-Defined
Networking (SDN) % W CiF [EIFHESE TR 2 HifE 5 2 R
PIREZIN TV [5][6]. HlZ1F Hyder 5% ONOS Rest API
EDNSDOE—FPIXRA LIS arERHALEAL VT bR—
ADNTT7 4w P EBERIERT 2 Z 2T, CFA Bifllo%eMt
ZHRTZ2 7L -2V =27 Z2RREL T3 [5]. Rafique 513V
VBN, WERRH, BEH DL 70—0MMEY 2 — LA
L7z, CFADefense & MEN 25 LW CFA MR OKET & 4
BIREL TV [6]. Aydeger 5% CFA WEBEFHIT 2720
SDN R—Z2D MTD A A =X L %BRLTWS. FHlifEE L
LT, RMEEERN Xy b= -V RICKERIERET| &

TFIeR, By VI OARENRINCEHIETE 2
CEERLTWVWE[T]. L2LINLDHRTIIRENREL
ThHHRH - Bl %2175 DT, CFA ZHRARICFHSZLIFTE
VAQAN

DDoS KBRS BB, b Ru P OBEs S FITARET
HHrIETIHMEDRSNS[9][10]. Guo i, FHEmY
NI 74y VRICE D S EEYEETFIE (GLD-Net) R
LTW3. bReI2 NI 74 v 7R EAIDTHMEL, 75
TJoa—Ixy b= %FHL CEMRE DDoS WE DR
AR Z SRR S 5 [10]. Liaskos 1%, bR e BHIIFROR
FRIZOVWTORRNLFAL, MEOBFREERLT2H LW
F754 VHIETFERRELTWS. ZOME, Hi-725Hiikk
NP Re Y OMBEREDNRMCRATEZ 2 ERL, B
FOIR L AV STV 2 FHHEFEEE X e AR Bzw kv
ZEeEHLMILTWA[9). L L CFA 2Bl 22,
CFA ORI EZERT 2 0BV DH 5.

3. Crossfire Attack (CFA)

3.1 CFA OKEF%

CFA TR 7 = — R HE T 2 — XD 2DDT7 = —XTH
fiEhd. BRIz —-2BVWT, M1ITRT LI ICKEEFIZ
ZHDORY FRAMpBX—=7y b Y7 (TA) NORBY—
N TA FEE DT a4 ¥ —\IZ traceroute 237 v F ZEEF L,
FoNREBEREZ S LICHBY V7 2B INT 5. /—F%T
DI HFREIIF T 5Y — L TH 5 traceroute #ETT R &
T, AT L/ — Ko ELRE /) — FETORE (RHT 2
N—R)DYRA+2H5. WET 2 —TX, WEFIZHD
Ry P57 AL P —NZHPBED T 7 1 v ZEAEKL, TA
AR & DiE(E E T 5.

CFA IZB) 2 BIBEORAUILAT D X 51272 5.

(1) ZEOEY +5» 5 TA NOZBDREY — N (Web
T — ) 1T L traceroute 2175 Z ¥ T TA ADHRR FET
D7 —DELPREHT2PHDOV v 7 (HEWNRY V7)) %
FEH

(2) ZEOXRy b5 TA ORFIFET 2 28O NH
F— N (FAAF = ) 1T L traceroute 21TV, WEMGY
Yo EZO=PRHT IRy b T a4 - NHEEE

(3) BELLARY b - Fagd—rffic, BREENRVEE
DYED N Z 7 4 v 724N (D HTTP request/response
%)

1 Crossfire Attack

3.2 CFA DR DHEEE =

CFA X, DUFD &5 B Hh &850 - iR TH 5.

o 7D CFA OISk TlX, CFA D TA 2 FHlF 52 ¢
MTERWD, CFA BEEATHICHEIL, $hRRBAHE % 1T
S ZEMTER.



o TAFEHERBEZITELT, TAKLDFTaA ¥—
NEEER I 74 v 7 2FRALR0ED, TA NOH—NIZ
CFA WEEBHAITE RV,

e CFA TRREDKEOKEIw—NX—Fv )V
BHEAT S, ZDD, X—=F v M) U IIZEREIN T L—&
F, WY IEYR 7 o—0 @ L.

3.3 CFA O

CFA TIIBEIZHeAr s, WRFIINEICHWS KRy b - 72
AP —NHEZREET S0, REDFRy & TA ADHF—\/
7 a4 Y — T traceroute 3FET B, I D traceroute &
2 MU= DV VI DREFHINIANGEELKZ D2DLED D
3728, FORREPANCER L TiTbhs. £/-2< 0BG, W
BEIIRy b~v—47 v b (PPL: pay-per install) 23 %23,
a2 MIFHTZRY OBUCHEI T 2728, 1 DDKRZ MR
ZRDE =7y b /T AL P = NIHF L traceroute ZFENiT 3.
CORE D LIC, RETIE N 74 v 7 DA—T 4 ¥ IHE
WED K CFA WK § 2 =V 7 DRtk 2 EF+ L, CFA O
TA BRI NI Y XL ERET 5.

4. CFA OFEEOTMRE

CFA ORBEZIIVEDNT 7 4 v 7% KED Bot 25 TA
JEEDTFTaf —BTHEET 2 2T, B 7EEICHE
ET3V U 22EAFIIL, TA t 2oy 7D k5
T4y ITBEYET S, ZOROREHEE TA A O/
DEF 74w 7DZLPBERTZY 7 EREAEL L GEE
T3, 2y V=V OBET2EMD /) —F% CFA O TA «
Ll EE, oo DAoL 2B DBV v 7 ZHIFR
L7zt &2, « DNHLEDBED N F 7 4 v 78D S BIBEEARHEE
LB BDDENENENTY 7 £ 1EY, CFA XL THigH%
IYFLEZLND. ZD7= CFA KT 3522 R
Er LT, UFROEBEERT 3.

(1) An(z): nHOBEHE ) — N TR EINEZTY 7 2

(2) En(z,y): EED A, (z) THLT, A, (z) &ftb ) 7
PBELEBDY 7y

(3) Ru(z,y): An(z) LADEED/ —FE, A,(z) DIE
BHO/—FeofioREry TREDSH, VT E.(z,y) %
B3 HDDEE

(4) Maz R, (z): Ru(z,y) DEKE

(5) Mazs Ry(z): Ru(z,y) DERAMEL 2 FEHICKERE
L DAEFHE

X 212, K 5(a)(b) IZ bR I ERT 2 DOKEDHEH ISP
DAYy PT=2IZBVWTEL, FED n HOBEE — K25
%BTYT7 xIIWNT S Max Ry(z) DEBEIMZERT. Max
Ru(z) 23 90% 22 2TV 72K 3 ITRETRID, ATV
TR D 7 — FPEINCER LIS THEZehbrd
BEIIGETIE, &/ — FIZRiROBE , — RiICoAEHRINT
BY, ZOTYTADY Y23 2~3 KLk, FFTT7 4y
IMEDIED 1 ARDY ¥ 7 kilo GEFENDIGEDIEFIC
ZW\W., —HTnKRELRZE, =7y b THIREEN
35— PO A, BYHDOED DV 25729, Max R, (x)
FEAP TS, Lo, EAMEEEZAY bV —2D b REY
kﬁmfﬁﬁ%k%%t% >THDY, BHIZ CFA OxfRe 2
3. TABDTY) 7 DAY Max R, (x) DEPKE L, B
%%@ﬁ?é%ku,_h69ﬁ®(mAu%%@1u7K%
MEBLZENEETH .

7272 L CFA T A, (z) KBHEL WY ¥ 7 B RN e 3
BZrdEILNLD, ABTREEEL, A.(z) 2oy
7 OHFIUTEIES 2V V7 2 WENROBEME LTER 5.

2 Cumulative distribution of Max Ry (x)

B An(z) WTIEHET 2 Maz Ro(z) & Mazs Ry (z) DIFETE
L, CFA OREE X A, (x) D CFA 215K, Thoy o
PRENMR LY UGERT 2 22T, MRE - 2R CFA %
175 Z e HATREL 125

3 Examples of serial structure in topologies

5. TAZBERT7ILIJZL

AT PR o P ORI EDWT CFA I2X L THESS7: TA
EHMHT 27103V X2 RET 5. 2L 0%A, CFA O TA
BZ2L D/ —RKREEERWED, RETIE TA % 2 HOBE
J—FhroiRIns ) 735, BEMME, FERrYER
DEET 2 2 HOETOLY 7 2 IZDWT Mazs R.(x) Zit
BL, ZOMEN5ZONHET XD RELETOZY 72
HTEud v EEE). L2 Mazs R, (z) DFIFEICIEE
T/ — FEORERy TREEPUBETH 5720, 7 — FEH
ZVWKHE Ay Y- TIEEEENAREL RS, 22T, X
D AR VEERTIRMIC Mazs Ra(z) DRERTY 7%



HE271a) XLEMHETT 5.

2y b= P REYHNOE — ROHFT, AL 30%LLAD
KEEHETD/ —FEBRE/ —Fe LTEXTS. TAAD
BRI — PRI, TA AD 7 — FOFEEREUIH
L, TA LA S >~ 28NS 5. 20728 TA
e TAISGEEEINE 574 v 7@ EZBD Y ¥ 21258
L3R, Maz Ry(z) ® Mazz Ry (z) 3T 5. L7
Mo T, TA NOEREL — FOEAHD 7 WEFY TA 13 CFA I
I UTHETHCR 3.

4 Example of quasi-serial structure in topology of Allegiance

Telecom

FRRE 2 D — FOEFNCHERE L2 EYEE L Ro
V7D Mazs Ro(z) IZKERZEBTFHING. THITRE
BIR7 LT Y XLTR, BEFIEICIZ THETIFEDHE 2
BN 5. 7272 LHEESIRGE 2 K803 3 A LD 7 — FostEHcE
HLZDDT, U T7ZANDE 2D — FTOABRELTWS
TV 7 LEHKT . Allegiance Telecom D—FRD TV 7% [X| 4
RS, RETRTZY 7HRESIEDOHITH 5

INSOREH,S, BTV 7 2 I L TU R TERT 52X
7 S(z) ZEHEL, TOENIKEZRTY 7% CFA 1K L THESS
RTY 7 LTHET 5.

S(x) = s1(z) + s2(x) + s3(2) (1)

72U si(z) 2LV 7 o L BHES 2 EFIMEDH, s2(z) T
V7 o LT A METIRGEDR, s3(x) 2TV T z NOEX
B — FPBOMH e &LERT 5.

BREZNVLITY)VXLEE ) — FORBDATHETE 5729,
FOBTE © iR U CEH R 2 RIFICRIE T 2 Z L SA[RETH 5.

5 Topologies of four networks

6. T 8E 5¥ i

6.1 FFffi 5%
KEDREH ANy 7K —> ISP TH % At Home Network, Al-

legiance Telecom, CAIS Internet, Verio ® 4 DDx v + 77—
7O bR YEFMICHNS. K5, Zhb425D%y b
V—7DrRRYEMRT S, $REETLIIV 7D/ — M
225295,

6.2 ABRM4EFHE
RBETNVITYVXLATHERLZETZY 7D Mazs R,.(z) &
BEOHALY 7 T2 Z e TRET VIV XL 0EXM
BRERT 5. 727 UGEETIE, Mazs Ru(z) 2, EEICH 2
TEMET U2y 722 THERLE. —7, #RE7 LT
YR LTIERAT S(z) R ERIEC, REETRRINME
BeFUMEBOTY 7 2B R L 7.

6 Mazo Rn(z) of each area selected by each method in de-
scending order when setting 7" = 0.6

7 Maxo Rn(z) of each area selected by each method in de-

scending order when setting 7" = 0.7

X 612, REZEOMMEE T =06 IZHRELEZLED, &)
RTBIREN/ZZ Y 7D Maz: R, (z) ZREIEIC 0y 5.
FRRICK 7, K8, K9 IchEiEDRMEE T =0.7, T =08,
T =09 ICRELLGEDHREEZLRT. 7272 L Verio I
BWTIE, 0.8 LED Mazs R.(z) 26T 5TV 7HFEEL
holzlz®, K8 2K fig:T=0.9 1213 Verio DFERIFERNT
w3,



8 Maxa Ryn(x) of each area selected by each method in de-

scending order when setting T' = 0.8

9 Maxzo Rn(x) of each area selected by each method in de-

scending order when setting T" = 0.9

6(a) 1T T & 51T Allegiance Telecom T T = 0.6 D%
&, 0 80 EREED Mazs R, (x) DEAKERZTY 7IIIEE
HATELLHHETE 22, %% 60 AREOTY 71220 T
EHHBEME TS 2 M35 5. 24U Allegiance Telecom
DL REHR Ay bU—2 b RBIT, FHZ Mazz Ra(x) D
E23 0.8 BMEREOLE, / — FXBOATREMHEZTY 7L
ERPHNDOZ ) 7 ZIELSKBIT 2 e L WD TH 5.
L2 LIBE 7 LT Y X40E Mazs Ra(x) 2508 Ll wvwoik
FHZ CFA IO LCTHEggz = ) 7 ZIEMEc it 3 5.

6.3 REAXNOHMEIEE

6~9 &b, BEF LY XLIFFHBH N 4 DDA v
Y =2 b REIIZBWT, BWIEET CFA 20 L THiggx
)7 E M TE, B Maz: R.(z) 25 0.9 L EDEE, @w
FMERENE 5N S 2 2R L. L L Mazs Ra(z) 73
0.6 LFDTY 7120 LTI KR E V. AFTRIERT
ROMILREE L X D EIc T 5.

RESTXOMHEBELHZ REY LT, 22T, Mazs R.(x)
AT Kl (HETARETROIY 7)) OFT, Eo THHZh
72V 7 DHE (FPR: false positive ratio) £, Mazs Rn(x)

AT UL (I REZY 7)) ofT, Mo Tl hizdo
7= 1) 7 DE|E (FNR: false negative ratio) W 5.

10~131Z, 4 2DF Ay T =27 b RuIIcBWT, HfE
TD4DODFMIZBIT S, 27TV X LD FPR & FNR
ZRT. REHK 13 1ZRT Verio DIERTIE, T =08 &
T =09 DHEREIETI2TY 7HREELRVWED, ZhbD
MRIIZEVTVS.

1.0
B False positive ratio
08 I False negative ratio
o
Z o6
T
c
©
o 0.4
o
[
0.2
J_J A

0.6 0.7 0.8 0.9
10 FPR and FNRTin Allegiance Telecom

1.0
Bl False positive ratio
08 I False negative ratio
o
Z o6
kel
e
©
o 0.4
o
[
0.0
0.6 0.7 0.8 0.9

11 FPR and FNRTin At Home Network

1.0
I False positive ratio
0.8 [ False negative ratio
o
Z o6
o
C
©
o 0.4
o
[T
0.6 0.7 0.8 0.9
12 FPR and FNR in CAIS Internet
1.0
I False positive ratio
0.8 I False negative ratio
o
Z os
©
e
©
o 0.4
o
w
0.2
0.0

0.6 0.7
13 FPR andl FNR in Verio



Allegiance Telecom ¥ Verio ¥ftlidd 2 oD% v by -2 &
LT FNR YEWEA R 6N 5. T = 0.9 D Allegiance
Telecom &, T = 0.6 £ 0.7 D Verio ® FNR 1 04 M ETH
%. —}T, Allegiance Telecom & Verio ® FPR IZHIZIK <
FPRIGEWMETH D, BR7 13V X4 Mazs R, (z) B
ELEBMET X RKEnwo ) 7EFhZMETES. Ll
Allegiance Telecom % Verio 7 ¥ DM/ v b v —2 bKRnm
ITIE, BRE7ALTY XLI1EE L O CFA IKHfFERT ) 7% R
RFTZenbnrsb.

At Home Network ¥ CAIS Internet TIXHDFERIRE N
TWa. &L d FNRIZHEREWS, FPRIE T = 0.6, 0.7
DLEO2LUETHE. T 200%y bY—27 P KRRIIZ
BWIX, Mazs Ry(x) DMEH 0.6 X D/NX WLV 7HEZ AFTE
T30, INSHMARXY PV —2 b REITIE, BETL
DY X NFEEEFZE RN ) 7 RS TRIRT 2 ATREMED
AR
4200 RO FPR BWEARINCHEIE T OfEMe & 12
AT 2EABRRONS. Exy bY—=2 P REICBVT,
Mazxs Ry (z) DED 0.4~0.6 DEFFATEZ S DLV 7BEFEET
72, NSRBMET BHIZ1E0.6 % 0.7) OFE, IBR7 LD
VAXnF N0 7 2§ 2Tt Emn». —77, B
BT HEMT2e, Zhd T oMY 7O RED
L, 82713V X0 FPR 43 %. At Home Network
& CAIS Internet THRHC ZOHMADBEETHH, ZhHbHD 2D
DAy b7—=27 bRaIHHBKEMTH D, 0.4~0.6 DFIH
TD Maxs Ry(z) DEPZ W EDFEE L Bbirs.

7. F £ ®

CFA 32y bV =20 v 7 2WBNR L 3T 2HEDD
R D DDoS DRI EMAANEETH 5. CFA ITH LT
Z L ORFESBET SN T WS 2, CFA EIRT 224y
YUY IRV TREDXSITTFT 250 &S BREIERER
TH%. CFA ZRRIRINCHIE S 3 720121&, CFA ot
LTHigsty b7 —2 Eoxy 72MlL, Z20k5%TY
TR U THERICRIEER 21T ZepsfAM e Bbhs. 2
ZTARRTIE, *y P =2 b RuYOME, S, CFA Xt
LThEg9 ) 72l 27D DI €8 L. £ L TARE
HBREV, CFA N L THFZRTY 7 2R Wit B e TEkd
BT 28y 7y L2 XA EREE L. FLT
4 DORERGH ISP O % v b7 —2 bR R 2% i R
WED, #ETALITYRLHAy P —2 bARRI D CFA I
MUY 72 mEEIcHtcEs 2 e 22T L.

REZNITV XL Hy 7 —27 bARBE YD CFA I LIE
50T 7 R EREEICHIERACENTE 2 o0, MEREIC
FELPREORMDND L. Z072D5HRIEXY PV =2 bRRE
POBMS ERIH-EETEAL, HHSORLI 2y b
V=27 bR L TRRIHET ZFEL, MET 2 MK
OIHEILEIER T, By b= PRRI TR
TNaA) XLOMERHEZA LXEL TETH 5.

HEE  AIERERIE JSPS FHAE 21H03436 £ 21H03437 D
BREZI 7260 THS. TR L THEERT.
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