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Abstract CFA (Crossfire Attack) is distinguished from other DDoS (Distributed Denial of Service) attacks by
its characteristic of targeting links rather than servers. CFA can cause significant damage to networks due to their
difficulty in detection. However, traditional defense models that rely on detecting DDoS attacks at servers are no
longer effective for CFA due to focusing on links. A possible way to provide a more target-oriented defense against
CFA is to deploy a defense against the network topology in which the server resides before the attack is launched.
However, since the target areas chosen by an attacker are unpredictable, it is difficult to predict CFA attacks in
advance and implement a defense plan. Therefore, in this paper, we define a measure to evaluate the impact of
CFA and analyze several network topologies to identify the characteristics of vulnerable areas of network topologies
susceptible to CFA attacks, and we propose an algorithm to select vulnerable areas using these characteristics. The
proposed algorithm can efficiently find vulnerable areas of network topologies susceptible to CFA attacks. Further-
more, we evaluate the accuracy of the proposed algorithm in selecting vulnerable areas to confirm the effectiveness
of the proposed algorithm.
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TW5 [1]. LALESE, =5y hTUTIES 3y b7 —2

L. BL&Ic DY VI REARETEILT, Z—F v T THDKRR +

DDoS (Distributed Denial of Service) W ¥ X, KED
T—=ZRTy bPRY TR MERRY—NIEFEL, 2OV —
NEBEFIZZIE TRy VY =7 —E R EFAHTBEICT 21T
BTHD. FEEDKRA MIXT % DDoS WEIZH LTI, ¥ —
N2y VU= L DERITICT 7 ATV — N ERE LK
BTy FEHHEILED, 3y VY —FHEFEPRELZITT
W3 Prefix Z BGP /L— X T3 2 72 ¥ O UEDS W S

TR A REIRBR & 37 % Crossfire Attack (CFA) O $5HH
INTW3 [2]. —M&A7% DDoS B ¥ 13824 b, CFA ok
R, WBOBENY — TR, 2y PT=FJHOV ~¥
I2TH5. BEFY—NZUTHOY 7 IBEARE»T B
T, =7 v b2V 7 (TA) LA @z EK L, TAN
DARR PANDFEZHND W LT — R 2 ETL
ZEHRNE T 3.
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CFA TR -7y VY Y 7 EEET 52 DICKBIk
IH, REZHWSZKEDORY b X—4 v b)) 7ANDEK
DH = NTH U traceroute 2175 22T, X—% v b U7
ENEDA Y T =P BBV UV IERRT L. DXk
BRI —XD%, Ky v2oEELEN oy 7R ELR
R—=TFy N) YO ERBERTEEOIR, X—F v v U T ORI
WIFETA2EBOT a4 —NEERNT 2, ZLTHEY = —
RIZBWTIX, ZHEORy b2oEBOT a4 — L b
Sy ZRMTIE TRy YU ERARET 5 [2].

FEHELIINFETIC, CFA KRV HBRBBEN X -5 v U
VI RBRET DD KED traceroute #ITO T L ICEHL,
traceroute D FEEMPFICHE DS HER A N OMANTEEZIRE L
72[8]. L2 L [8] Z&DRIFED CFA OfFFIE, FITHERFRK
BEMICBIT S CFA 2T 2 2 HW LTED, CFA
WXL THESS 2o ) 7 2 Hanc Tl L, EAWRRmRER Y
THANT CFA IZfi 2 2703 R &k,

2. HiTHRB £ 512, ZRETIZ CFA 2175 Ry + 2 #7
L, BRIV X LARKE T = —XZBWVWT Ty FEH
3% Z ¥ T CFA 2§ 242 2 ARDPBETEI ATV 3B,
U2 LB R 2 M L X8 3 729121& CFA OFA % KRB
SRENH D, WET = — XHITHRA - BHEEITS Z e 8 E
LW, #ZLBIRETERY PV =20 bR I LV TIBTE
7% CFA O 2 =%y b2 THIT 2 HEEAE RN, 22T
ARETIE, K CFA DX —% v b RZAREEDEH WY 7
WX LT & D RRM A% BT 2 Z 2 2 B LT, CFA
R LTSS T U 7 OE#R TR ER 7 12U X 2%
KR35, 2L THIREBARAGERINW Y 7 e HENZIY 7
BIROEREIE ST 2 22T, BET7 V2V X2 OMRE% FH
L, BEAROEMM L BEEREET 2. A7 1a ) X6k
DS ) 7 ERET S Z T, FERIIEZ 6D Y 7
W AR X D RIRMCERST 2 2 2HIET. UT, 2.
HiCREE IS DWW TR, 3. fiT CFA IZOW Ty, 4. fi
T CFA OMEEOFHAREICOWTHRRS. Z LT 5. HiTik
R7NDY X LOWE, 6. i CHEETHEIZITV, 7. fiTekE
FeHb.

2. BEMRE

BEED CFA ORRFILRIHEBAMICBEI L 2 E TIIBR ST
W3 HRIE, FRKET 2 -8B 2Hffiy, BRIz —X
B EMOVITNPICETES. BT = —XTBY
28 LT, ¥3 CFA OREAZBRAT 2D 0HDH 5 (3] [4].
Narayanadoss 53X —7v F V7D oy 7@mEHIEL,
ANN, CNN, LSTM & ¥ O EE¥H % AT CFA OFA Y
VI EBHTZHARERREL TV (3. Xue Hi3L—XHET
E2E 3 L Idky MO 7 77 4 THEEITWV, CFA 0¥
VYO EBHT 2 HRNEBREL TV 4], R LIhsoaR
TUE CFA 2{To TWARE 7 0 —IIRFETE72\W\Wizd, CFA
DFENFAT 2720

THIRKEY 2 — 2B 2 LT, Software-Defined
Networking (SDN) % i\ CiE[EIHEE TR 2 i 3 2 XK
PIREZIN TV [5][6]. HlZiF Hyder 5% ONOS Rest API
EDNSDE—MYXA LIS aryZRALEL YT PR—
ADFZ 74y P EBERIEMRT 5T, CFABHlOZ2ME
ZHRTZ2I7L -2V =27 Z2RELTWS [5]. Rafique 513V
VEIN, WA, BEHZ 7 0—0MBIEY 2 — LB
L7z, CFADefense & M:EN 2% L\ CFA MEDOHKET & EiE
ZIREL T3 [6]. Aydeger 5% CFA BB ZGHT 27-DD
SDN X—Z2D MTD A A= XL ZHEEL TS, FHifGEHE
LT, BBEEREN Ay NY—2F - RICKERIREILEZT EE

CTZeR, =%y FU Y OARENRINCHIRTE %
ZeERLTVWS[T. L2LINLDHRNTIEIRENFEEL
TH B - Bl %2175 DT, CFA ZRACEHS ZLIFTE
VAQAN

DDoS BEICxI 3 2 BAfE, FRo P OB S EITHRET
HorERTZMIEDASNS[9][10]. Guo Bk, +RuY
Mo 74y IRICE D S EEETFIE (GLD-Net) %R
LTW3., bRRIY NI 74 v 7REEVDTRIEL, 7'
J=a2a—Ipy N7 =2 %R L TEMRER DDoS WEDR
A EFEE T % [10]. Liaskos 5%, FRu Y 2 gtHzhRO
RIZOWTORRNLFEA L, mMEOBEFREERILT2H LW
F 754 VHIEFERZRBLTWS, ZORE, #ri- kit
2 M Ru D OMHBEREMRINICRHTE3 Z e 2nl, B
FOIR L AWV STV 2 FHHEFEEEIE e AR B R B w v
ZEEHLMILTWA[9). LA L CFA 2Bl 2B,
CFA ORI % ERT 20BN H 5.

3. Crossfire Attack (CFA)

3.1 CFA OWEF%

CFA TREFRIV =Xt WB T = —XD2DDT7 = —XTH
fiahzd, BRI 2—AZBNWT, M1 IRT &5 ITKEE T
ZHDORY FRAMPBX—=Fy b2 YT (TA) NORBY—
N TA FEE DT a4 ¥ —\IZ traceroute 237 v h ZEEF L,
BONAERBERE D L ICREBEY V723 IRT5. /—NET
DR EREIIE T 5 Y — L TH 5 traceroute ZFEITT 5 &
T, EfTLE/ —F2oiELL/ — FETORK RHT 2
N—FR)DY R 25, WET 2 —TlX, WEFIZHD
Ry 2o TFTaAfLF—NIDPRED NI 7 4 v 7 RERL, TA
LR DB(E T TS 5.

CFA 2B 2WEBZEOTIILITO LSk S.

(1) ZHBORY v 5 TA NOZE DRV — N (Web
B — NEF) 1ITH L traceroute 2175 Z & T TA ND KRR M5ET
D7 —DELPERT 208DV 7 (RENGY V) %
FEH

(2) ZEOKRy b5 TA OREBICFEET 3 LD
F—=N (T 2L P =) IR L traceroute 21TV, HEEXNS Y
V7= REHTLIRY b FaA - NHEEE

(3) BEELLARY b - Fagd—rflic, RIS VIEE
DYBD T 7 4 v 7R (BH D HTTP request/response
%)

1 Crossfire Attack

3.2 CFA DOBRFDEEE

CFA &, DUF D & 5 REH» SE] - BB REETH 5.
o 7D CFA OBk TIX, CFAD TA 2 TFHlF 22 ¥
MTERWD, CFA WA R HIHEIL, RN E% 1T
S ZEMTERL.
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o TAWFEEWELZZITELT, TALZL DT H¥—
NEFEERNI 749 72RRALRWIZD, TA AOH—NIE
CFA BB Z AT S 7200,

¢ CFA TRABDEEDOKBEIo—pK—Fy by v
BHEMT 5. 20D, R—ry M) Y IEREINL—&
1%, WE v —riEY% 7 a—0ikaloE L.

3.3 CFA O

CFA TRWBICHLD, WEHIZWBIZAWS Ry + - 72
AF—NHEEETE72D, RKEDRy b2 TA ADH—/
7 3 4 Y — T traceroute 3FET B, Z D traceroute &
2 MU= DV Y IDREHFINIANEEL KX DBV D
5728, BMOEEMACEKE L TfThN b, £Z2L05HE, K
BHFIIRy b= v b (PPL: pay-per install) Z{fiH 3 %23,
IR MIFHT LRy PORIHBIT 270, 1 DDFRR A
ZRHDORX—7 v b /T aA P —rNIHf L traceroute ZEMT 5.
CORMEL LI, KETE NI 74 v 2DN—T 4 ¥ JHE
1I2HO < CFA WEITHF 22V 702 EFR L, CFA O
TABRZ NI Y XL ERET 5.

4. CFA OEEEDOFMRE

CFA DRBHIVED NS 7 4 v 7% KED Bot 75 TA
IO T a4 3 —"ETHET 22T, BELY 7REIHE
ET2V U 72EARIICL, TA rZhlozy 7D b5
T4y ZTBESHET S, FOROREEIT TA A O/
DETT74 v 7DELBEBEBT Y V7 2RWEBEHZEY L GEE
T3, %y "I OBETAEMD ) —F% CFA O TA ¢
Ll EE, oo DOofEEE 2B OBV v 2 ZHIFR
L7ce &L, 2 DR OO NZ 7 4 v 7B S BIBETHE
BB DDENENENTY 7 £ I1EY, CFA XL THigsk
IYVF7EEZONS. ZD7= CFA KT 35tk zHl 2 R
ErLT, UTOZEKEERT .

(1) Au(z): nfHOBEE . — FTHRIN2 Y 7 2

(2) En(x,y): FED Ay(x) IXLT, An(z) 2fizy 7
EHELTEDY VT y

(3) Ru(z,y): An(z) BADEED / — Rk, A,(z) DIE
BEO/ —FrolloREsy 7TREDS B, Vo7 E,.(z,y) %
W3 HDDEE

(4) Maz R, (z): Ru(z,y) DERKIE

(5) Mazs Rn(x): Ru(z,y) OAME 2 FHICKE(HE
L DEFHE

X212, K5(a)b)ic b REIERT 2 OOKEDHEH ISP
DAY PT=ZIZBVWTEL, FED n HOBEE ) — K225
BTV T x IIWT S Max Ry(z) DREBEIMZRT. Max
R, (z) 73 90% 22 52V 7 2K 3 ITROTRTH, KLY
TR D 7 — RPBEINCER LI EETH e Bbhb.
HEIIHETIE, %/ — FIZAiROBHE , — RiIcoAE I T
BY, ZOTYTADY Y213 2~3 KLk, FFTT7 4y
IMWZDIED 1 ARDY ¥ %ZiE - TEEINIGENIEFIC
ZW., —HTnBREL DY, =7y b U THNIZEEN
37— FEDHEZ, BAOEIDPIL 8570, Max Ry(x)
WEADT 5. Lo, BHIfEEAYy bV —2D bRy
BV THMINCHEII R TH D, BHIC CFA DRNR L &
3. TABDTY 7 DAD Max R, (x) DEPKE L, Fiff
REREBT 2B, ZhosP o CFA IclfEsRT ) 7ICHE
HEBLZEPEETH .

72721 CFA Tl A, (z) KHHEL WY > 7 2 IENR L F
BIrdEZLNED, ARTEEEL, A.(z) 2oy
T DOBRFICHEET ) VR REBENROBEME LTEZ 5.

2 Cumulative distribution of Max Ry (x)

B Ap(z) WIENIES %5 Max Ry(z) & Maxs R, (x) DFE
L, CFA OWIHEIE A, () ® CFA 217582, Zhb) v 2
PRENMRE UTGERNT 2 22T, MRE - ZHRANC CFA 2
75 2L DAREL 8 5.

3 Examples of serial structure in topologies

5. TAER7ILIU XL

ARETIE R e Y ORI EDWT CFA I2H L THESSZ: TA
PHIHST 2703V X6 kRETS. 2L 05A, CFA O TA
BZ2LD/ —FEEERVED, AFETIE TA % 2 BB
J—FhoMEhszy 7ed 5, HEAMNIE, FReYk
DBEET 2 2 HOETDOLY 7 2 IZDOWT Mazs R, (x) Zit
HL, ZOMEPE526NBET XD KRERETOZY 75
HTEiud v (BEK). LHL Mazs R.(z) DFFHEICIESE
TO/ — FHEORER Yy TPV ETH 5720, 7 — FEH
ZVWARHE Ay Y- TIEFEENARELL RS, 22T, X
D ARV ERTHRMIC Maz: Ra(z) RERTY 7%
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T2 713V X s%2Mat3 5.

2w b= P RBYHOE — FOFRT, i 30%UAD
KBEETD /) —FEEBIE ) — P LTELTS. TAAD
EXREL — PRI, TA WO/ — R OFEEREUE
L, TA A OEHLY > 2B EINT 5. 207 TA
e TAIGEREEINZ Y574 v 7@ EBDY > 21259
L3, Max Ru(x) R Mazs Ry(x) 3P T3, L
Mo T, TA NDOEREL ) — K OEAHD 7 WE Y TA 13 CFA 12
MU THETICR 3.

4 Example of quasi-serial structure in topology of Allegiance

Telecom

FRED 2 D7 — RORBEFNER LBV EE o/
V7D Mazs Ry(z) BKERZIEBFHING. X OIHRE
BIR7 LY X AT, BEIIRGEICZ THEETIRSEOHE %2
BINF 5. 7272 UHEEFIREE 2 8003 3 DLED 7 — R A HuH
fMLebDT, TV T7HNN 2D — FTOAERELTWVD
T 7 EEHKTS. Allegiance Telecom D—H DT 7 %X 4
RIS, RETRT Y 7HHEETIEOHITH 5.

INSOREH,S, BTV 7 2 ITHLTU RN TERT 52X
7 S(z) ZFEL, ZOEIKERTY 7% CFA IR L THiss
RTVT7E LTS 5.

S(x) = s1(z) + s2(x) + s3(2) (1)

72U si(z) 2TV T z L BHES 2 EFIMGEDH, s2(z) 2T
V7 o L BEHET BEBEYIREDR, s3(x) BTV T o NOER
B — FBOMHE ELERT 5.
BREZNVITY)XLEE ) — FORBDATHETE 3729,
TR v iR U CEH R 2 KIRICRI T 2 2 L 2SARETH 5.

5 Topologies of four networks

6. % 8E 5F i

6.1 FF M &M
KE DAY 7K — ISP TH % At Home Network, Al-

legiance Telecom, CAIS Internet, Verio ® 4 DD v 7 —
O R ERFMCHVWS. K5, 24201y b
V—7DrRRYEMRT S, $EEITLITVTD/ — P
225295,

6.2 BN

BETNVIVZXLTHERLLZEZY 7O Mazs Ra(z) &
HEEOHEATY) 7 e BT 22 e TREZ VIV XL OEME
RS 5. 7272 UROEIETIX, Maze Ra(x) 23, fEREICE X
JRMET U L2 722 THERLE. —7, #E7LT
YVRXLTIERAAT S(z) BRERIAZ, REETRRINME
BrRUEBOT) 7 23R L 7.

6 Maxa Rp(x) of each area selected by each method in de-

scending order when setting 7" = 0.6

7 Maxo Rn(x) of each area selected by each method in de-

scending order when setting 7' = 0.7

X612, BREEORMEE T = 0.6 XHRELEZLED, &)
RTBIREN/ZZY 7D Mazz R, (z) ZRBIEIC 0y 5.
AR 7, X8, K9 chEiEDORMEE T =0.7, T =08,
T =09 CHELZBADHKERE R LRT. 7272 L Verio i&
BWTIE, 0.8 LED Mazs R.(z) 26T 5TV 7HFEEL
ehroizlz®, K8 ¥ fig:T=0.9 121 Verio DFERIFFRNT
w3,
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8 Maza Rn(z) of each area selected by each method in de-

scending order when setting 7" = 0.8

9 Maxzo Rp(x) of each area selected by each method in de-

scending order when setting 7" = 0.9

6(a) IZ/RF & 51T Allegiance Telecom T T = 0.6 D
&, L6780 EfREED Mazs R, (x) DEFKERTY 7R
HRTIELCHHBTE 228, %2 60 HEEOTY 72OV T
EHHBEME T S 2 M35 5. 24Uk Allegiance Telecom
D& B A Y YU —=2 P Ra DT, FHC Mazs R, (z) D
A5 0.8 MERBOHE, / — FREOATEMEFZZY 7
FRUHNOZ Y 7RZIELLRAT S Z DL WD TH 5.
L2 LSRR 712 ) 40 Mazs Ra(z) 7808 MLl WvWo 7z
FHZ CFA WO LCHEgg7z = ) 7 ZIEREc it 3 5.

6.3 REAXOHHEE

6~9 &b, BE7 VTV XLFFHEHH W 4 DD %
F7—27 b RBIICBWT, EWHET CFA SN L THEgsZ
T 7 EMETE, B Maz: R.(x) 2509 L EOHE, @v
FHBEMEONE Z e 2R L. LA L Mazs R.(z) A3
0.6 LR =Y 7123t L TR R & V. AREITIARER ST
NOMBFEEZ X DEElic s 2.

REAAROHREEZHZREL LT, 22T, Maze R, ()
W T K (T RETRNZY 7) 0T, #EoTHillEh
7=V 7 DHE (FPR: false positive ratio) £, Mazs R (x)

AT LE HEITRELY 7)) 0T, o Thithahizdso
7= 1) 7 DE|A (FNR: false negative ratio) W 5.

10~1312, 4 2D%%y bV =2 b RuIIZBWT, B
TD4DD0FMIIBITS, HE7LITVXLDFPR & FNR
PR, RIE O 13 I1IZ/RT Verio DFERTIE, T =08 &
T =09 DHAEREETI2ZY THFEELREVWED, ThbD
ERIIZEVTVS.

1.0
B False positive ratio
0.8 [ False negative ratio
o
Z o6
el
c
©
o 0.4
o
[T
0.2
J_J A

0.6 07 0.8 0.9
10 FPR and FNRTin Allegiance Telecom

1.0

B False positive ratio
08 I False negative ratio

=4
o

0.4

FPR and FNR

0.2

0.0
0.7 0.8 0.9

0.6
11 FPR and FNRIin At Home Network

1.0
I False positive ratio
0.8 I False negative ratio
o
Z o6
kel
C
©
o 0.4
o
(Y
0.6 0.7 0.8 0.9

12. FPR and FNR in CAIS Interﬁet

1.0

B False positive ratio
0.8 I False negative ratio

14
o

0.4

FPR and FNR

0.2

0.0
0.7

0.6
13 FPR andl FNR in Verio
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Allegiance Telecom ¥ Verio ¥ftlidd 2 oD% v bV —2 &
LT FNR Y EWEA R 6N 5. T = 0.9 d Allegiance
Telecom ¥, T = 0.6 ¥ 0.7 D Verio ® FNR 1% 0.4 LI ETH
%. —H T, Allegiance Telecom ¥ Verio @ FPR IZH 121K <
TRIGEWETH D, IBE7 LTV XL1E Mazs Ry(z) i
ELZBET KO RK2vwz) 72tz s, Ll
Allegiance Telecom % Verio 72 £ DML+ v bV —2 FKn
T, BET VTV XLIEE L O CFA g2y 72 7
R ZEeBbhb.

At Home Network ¥ CAIS Internet TIX#DAERIIRI N
TWwa. W& b FNRIZHEREWA, FPRIZT = 0.6, 0.7
Drx02ETHB. B 22003y FU—2 b KRBEIIZ
BV, Mazz R, (z) DfED 0.6 XK D/NZ WLV 7L L FE
FT50, INSHMLry FY—2 b REYTIE, BETL
2V X NFSEMERH X 0T ) 7R - TERIR T 2 0[REMED
[=ANN

420 FRB YD FPR BEEINCEIE T OEINE & HIZ
BA AT EABRRONSG. Xy T —=2 P REICBVT,
Mazz R, (z) DED 0.4~0.6 DFHTZ L DY 7HEFEET
B7:%, /NERBET HZF0.6 % 0.7) OBFE, BRI
VAL ZHhHDTY 7 2R3 2 RlREEs =W, —77, B
BT HEmT2e, Zhs T O/NSRIY 7 ORMHIED
L, I#2713Y X240 FPR &4 3 %. At Home Network
& CAIS Internet THIC Z DEAMVEZFTH D, Zhod 2D
DAy P =7 bR OBLRREMTH D, 0.4~0.6 DHIFH
TOD Mazz Rn(z) DEPZ VI EDRRA L Bbhs.

7. F £ ®

CFA 3%y bV =2 D) ¥ 7 2 WBNR L T2HEDD
R D DDoS DB ZEHARNEETH 5. CFA ITH LT
Z < OBESHE XN TV 328, CFA 2EIRT 2% -7 v
YR TREDLIICTT 25 80D RIEERMER
TH 5. CFA BRIRIENRAINCEHE S 5 720121, CFA ITxt
LTHigse sty b7 —2 Eoxy 7 2L, Z0k5k%zY
TN U THEARICHREER 21T 2o Bbns. 2
ZTCARTIE, 2y b =27 b RuY0#E,» S, CFA X
LTHisse =) 722 7D 0OEEEZER L. £ UTARRE
HBREV, CFA I LTHFZRTY 72Vt AR TEkE
BT 25— 7HI 7 L) XL RRE L. ZLT
4 DOKERH ISP O 4 v bV —2 bR D% 7 B fEH
W&, #E7LIY XD EHy b7 =2 b RE YD CFA IZ
MNUMESSRTY 7 2 SREEICHMIETE 2 Z e 2L L.

RBEZ7NVITVALE Ay P 7 =27 FAER IO CFA I LI
72TV 7 R EREECHRMCGRIITE 200, HHEEI
FELPREORMDD 5. ZDD5HRIEFXY VY —2 KRR
POBMS ERI W EETEAL, HHSORLZ 2y b
V=27 bR L TRLIHIET Z2FEL, MET 2 MK
OIHEIGX RS T, BiRdry b= b RRIY TR
TN ZLDOHBREZA LIRS TETHS.

HEE  AIESRRIE JSPS FHAE 21H03436 £ 21H03437 D
BEZ 760 THS. ZIKELLTHEERT.
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