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Abstract In recent years, DDoS (Distributed Denial of Service) attacks have been occurring frequently, in which
bots, which are widely distributed throughout the network, send large numbers of packets to the target host, causing
the target server to malfunction. Since DDoS attacks place an enormous load on the target server, the attack is not
feasible if there are multiple servers, since the load is distributed among them. If an attacker knows the IP address
of the origin server (OS), the attacker can establish a DDoS by sending attack packets from the bots to the OS IP
address. Such an attack can be prevented by using a firewall that allows the OS to reject packets other than those
requested by the CS. If a bot sends packets to the OS falsely claiming the CS IP address as its originating address, it
cannot be detected by firewalls. By examining DNS logs, it is possible to determine whether the packet is a normal
delivery request from the CS or a DDoS packet from a bot. However, if DNS logs are examined for all delivery
requests, the processing cost increases. Therefore, the authors focused on the fact that many DDoS attack packets
are generated in short time intervals and proposed a two-stage detection method for DDoS attacks that trick CDNs
and a method for designing optimal thresholds, in which a threshold is set for arrival time intervals and DNS logs
are checked only when requests arrive from the same IP address at intervals below the threshold. However, in gen-
eral, the occurrence pattern of delivery requests changes dynamically, and this method sets a fixed threshold value,
making it difficult to cope with dynamic environments. In this paper, we propose a two-stage detection method
using Z-scores that can cope with dynamic environments. In the performance evaluation, we evaluate the detection
accuracy of DDoS attacks and prove that the proposed method reduces the load on the OS. We also evaluate the
required training time of the proposed method by evaluating the detection accuracy against the training time.
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