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Abstract Information-centric networking (ICN) has been attracting attention as a network that efficiently trans-
fers content such as internet of things (IoT). Named data networking (NDN) is one of the architectures in ICN.
In NDN, access control at Publisher is difficult, and privacy leakage for content names is a problem. Although an
existing access control method of NDN called name-based access control (NAC) solves the access control problem in
NDN, the problem of privacy leakage remains. Moreover, although we can avoid privacy leakage by encrypting con-
tent names, the encrypted content name can be still identified by a frequency attack. Therefore, we have proposed
an access control method at Publisher which protects privacy by encrypting content names and reduces the impact
of frequency attack by dynamically changing the encrypted content names. In this paper, we numerically confirm
that the proposed method dramatically decreases the impact of frequency attack without degrading the cache hit

ratio.
Key words Access control, Content name encryption, Frequency attack, ICN, NDN, Privacy preservation.
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DERAEMLD S, ZOD, av T UVEBEBERM T, *
1002 200 ICREEL, Frvvabky MREFMETS. R
Liay 7y YAz —EBHEE LKL simple encryption 73
v, BEHTKD Te, DFALDHEICBITZ, Fryabky bR
ERT. YIal—yarvRIEHALZ b Re 2k TRT
D/ —=FDFrvaby PRI 1946%TH D, REAK
EHOWGEEN 19.38% 5 19.33% TH 3. AT HF v v
Paby FROEIN013%TH 370, BEFRNEM/HALE
L TdFryyiaby PRIEERRELRIZELTVWARNWT
Ebhrb. B—/)—FDXvyviaby N ROBELRES
REFHLTORATHN0II%DETTHS. Z01D, 1E
HRIEZA Y b7 —27 O1RE TP IHEE LR O % A
HETH2ZZehbhd.

# 1 Cache Hit Ratio

Simple Proposed Proposed
Encryption Method Method
(Te, = 200s) | (Tg, = 100s)
All nodes 0.1946 0.1938 0.1933
Single node | 0.0431 0.0425 0.0412

6. ¥ £ &

NDN Tl —&XTarysFryRFr v adhndid,
Publisher {2 & 2 7 7 2 XHlHPRNETH 2. 2D/, HE
FEREODaYTF VT 7 7 AGIHIRETH L.
72, AT UVAPEXTERIND =D, avTrVHES
B33k 774N 4 MHOMEDRH 5. Ry LT
ayF U VHBEEEREZ HNDH, FHERENAEER - H
MREES LI TREA T THE2 e HETH 5. BEAR
TH5 NAC TE7 7 v AHIHOBEE RN T 25, TF7AN
>4 WHOMENE 2. 2 TEHSIX, #E Interest & H I
Publisher I2E|3E X8 % Z ¥ T Publisher 2 & % 7 7 & Z il
EEREL, BEbtary sy EHMNCELsE 3 Z 8 THE
RBOPELIHIEE2HRE INETIBREL:. 351,
NDN D+t F 2V 7 4 OFFE XY LA RE, wiFWENED
B30, MEHARTHEYLBEFRCIDY I LARBEILE,
BB 7 Y — g YETHLATRERIG A, B
HEANEL Y2 75 v 7Ry 7 Z{t. L Consumer IZ# % {£
FI2ZeZ2BiC XN EEMST Z & Thi7z3 Z L 3A[RET
H5.

AFTE, BEAROEIMEEHS 22T 3 72D OEEFAM
BRERLE. NAC T TS AN 4 INHOMEDR 35, 2
ZHATE IV T UVAERES LT E &) TIT4 8 4
PREL, HERBICLZHEY, HElaryT7 YR E2EN
WKEETZZ LV IIHIE B2 Z e RETH % Z & & HER

Lz, ¥7WBHOEEREZFMMEL, —ERMHBERICRED
EFERCNHRT 2 2 e 2R L, #5573 100 Hic—RD
WA DEYICH 5 Z e ZMERE L . K7z, 1AL 100 D
a Y7V U THREBEE O IEERTHI 21TV, B4 Eoa
VTUVYRIDEERBROEE LTI T VW L R L.
X512, Efi4lMoary s>t LT 100 ic—REoa >
FUVRERRAPTRBEEQIEERER LML, KBENE
/= FRRWVWAHBELH—/ = FICW3HEOWTIS T7IT
BryflrlRech s e iR L. £, EARZa VT
VY U OZEBE DI C SR O 8 2 I T % % 08,
Ty b= READHEEHRERS. LhL, BEHRZ
Frovvaby PRICREGEELZ TS I &R BRI
X BB MHIMRETH 5 Z L 2R L. SRR 2>
TYVREERMEY I 2L - ayTRONERED I
BUEFHIC X D E T 2 FETH 5.

HEE AWZEACRIE, JSPS RBFE 21H03436 & 21H03437

DI EZ T b DTHS. T L THEEZRT
X [

[1] S. Arshad, M. A. Azam, M. H. Rehmani, and J. Loo, Recent
Adavances in Information-Centric Networking-Based Inter-
net of Things (ICN-IoT), IEEE Internet of Things Journal,
Apr. 2019.

[2] M. Bilal, S. Pack, Secure Distribution of Protected Content
in Information-Centric Networking, IEEE SYSTEM JOUR-
NAL, June. 2020.

[3] Y. Fukagawa and N. Kamiyama, Access Control with In-
dividual Key Delivery in ICN, IEEE LANMAN 2022, July
2022.

[4] Y. Fukagawa and N. Kamiyama, Access Control Method
with Privacy Preservation in NDN, IEEE ICNP 2023
(Poster), Oct. 2023.

[5] C. Ghali, G. Tsudik, and CA. Wood, When encryption is
not enough: Privacy attacks in content-centric networking,
ACM ICN 2017.

[6] Y. Mo, B. Sinopoli, Secure Control Against Replay Attacks,
47th Annu. Allerton Conf. Commun., Control, Conput.
(Allerton), Sep. 2009.

[7] NDN Packet Format Specification v0.3. Available:
https://docs.named-data.net /NDN-packet-spec/0.3/.
Accessed on: Jan. 15, 2024.

[8] T. Ngyen, X. Marchal, G. Doyen, T. Cholex, and R.
Cogranne, Content Poisoning in Named Data Network-

ing: Comprehensive Characterization of real Deployment,
IFIP/IEEE IM 2017.

[9] M. S. M. Shah, Y. Leau, M. Anbar, and A. A. Bin-salem,
Security and Integrity Attacks in Named Data Networking:
A Survey, IEEE Access, Jan. 2023.

[10] R. S. Silva, S. D. Zorzo, An Access Control Mechanism
to Ensure Praivacy in Named Data Networking using
Attribute-based Encryption with Immediate Revocation of
Privileges, IEEE CCNC 2015.

[11] Y. Wang, M. Xu, Z. Feng, and Q. Li, Session-based Ac-
cess Control in Information-Centric Networks: Design and
Analyses, IEEE IPCCC 2014.

[12] Y. Yu, A. Afanasyev, and L. Zhang, Name-Based Access
Control, Technical Report NDN—-003/, Jan. 2016.

[13] L. Zhang, D. Estrin, J. Burke, V. Jacobson, J. D. Thorn-
ton, D. K. Smetters, B. Zhang, G. Tsudik, K. Clafty, D.
Krioukov, D. Massey, C. Papadopoulos, T. Abdelzaher, L.
Wang, P. Crowley, and E. Yeh, Technical Report NDN—
0001, Named Data Networking (NDN) Project, Oct. 2010.

[14] Z.Zhang, Y. Yu, S. K. Ramani. A. Afanasyev, and L. Zhang,
NAC: Automating Access Control via Named Data, IFEE
MILCOM 2018.

-67-




 
 
    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   6ページから  ページ 6
     マスク座標:  左下 (493.23 43.58) 右上 (543.19 64.84) ポイント
      

        
     0
     493.2314 43.5779 543.1924 64.8379 
            
                
         6
         SubDoc
         6
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     5
     1
      

   1
  

    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   5ページから  ページ 5
     マスク座標:  左下 (490.04 43.58) 右上 (543.19 64.84) ポイント
      

        
     0
     490.0424 43.5779 543.1924 64.8379 
            
                
         5
         SubDoc
         5
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     4
     1
      

   1
  

    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   4ページから  ページ 4
     マスク座標:  左下 (490.04 44.64) 右上 (548.51 63.77) ポイント
      

        
     0
     490.0424 44.6409 548.5074 63.7749 
            
                
         4
         SubDoc
         4
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     3
     1
      

   1
  

    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   3ページから  ページ 3
     マスク座標:  左下 (493.23 45.70) 右上 (551.70 63.77) ポイント
      

        
     0
     493.2314 45.7039 551.6964 63.7749 
            
                
         3
         SubDoc
         3
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     2
     1
      

   1
  

    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   2ページから  ページ 2
     マスク座標:  左下 (488.98 45.70) 右上 (550.63 66.96) ポイント
      

        
     0
     488.9794 45.7039 550.6334 66.9639 
            
                
         2
         SubDoc
         2
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     1
     1
      

   1
  

    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   1ページから  ページ 1
     マスク座標:  左下 (494.29 45.70) 右上 (545.32 64.84) ポイント
      

        
     0
     494.2944 45.7039 545.3184 64.8379 
            
                
         1
         SubDoc
         1
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     0
     1
      

   1
  

    
   HistoryItem_V1
   AddMaskingTape
        
     範囲:   1ページから  ページ 1
     マスク座標:  左下 (42.52 770.67) 右上 (518.74 810.00) ポイント
      

        
     0
     42.52 770.6691 518.7434 810.0001 
            
                
         1
         SubDoc
         1
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     0
     1
      

   1
  

    
   HistoryItem_V1
   TrimAndShift
        
     範囲: 全てのページ
     トリム: 無し
     シフト: 移動 下 by 17.01 ポイント
     ノーマライズ(オプション): オリジナル
      

        
     32
     1
     0
     No
     586
     276
     Fixed
     Down
     17.0079
     0.0000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     None
     0.0000
     Top
      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     5
     6
     5
     6
      

   1
  

    
   HistoryItem_V1
   TrimAndShift
        
     範囲: 全てのページ
     トリム: 無し
     シフト: 移動 右 by 14.17 ポイント
     ノーマライズ(オプション): オリジナル
      

        
     32
     1
     0
     No
     586
     276
     Fixed
     Right
     14.1732
     0.0000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     None
     0.0000
     Top
      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     0
     6
     5
     6
      

   1
  

    
   HistoryItem_V1
   TrimAndShift
        
     範囲: 現在のページ
     トリム: 無し
     シフト: 移動 上 by 2.83 ポイント
     ノーマライズ(オプション): オリジナル
      

        
     32
     1
     0
     No
     586
     276
     Fixed
     Up
     2.8346
     0.0000
            
                
         Both
         CurrentPage
              

       CurrentAVDoc
          

     None
     0.0000
     Top
      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     0
     6
     0
     1
      

   1
  

    
   HistoryItem_V1
   AddNumbers
        
     範囲: 全てのページ
     フォント: Times-Roman 10.5 ポイント
     オリジナル: 中央下
     オフセット: 横方向 0.00 ポイント, 縦方向 39.69 ポイント
     前置文字列: - 
     後置文字列:  -
     レジストレーションカラーを使用: いいえ
      

        
     1
     0
      -
     BC
     - 
     1
     62
     TR
     1
     0
     586
     206
    
     0
     1
     10.5000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     0.0000
     39.6850
      

        
     QITE_QuiteImposingPlus3
     QI+ 3.0b
     QI+ 3
     1
      

        
     0
     6
     5
     6
      

   1
  

 HistoryList_V1
 qi2base





