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Abstract Recently, crowdsensing using mobile devices has gathered wide attention as a way to estimate various
environmental data with small cost. However, due to the nature of collecting data from unspecified users, the
problem of data poisoning attack in which the estimation error of data is enlarged by intentionally sending data
with large errors from malicious users. Existing researches have studied data poisoning attacks and prevention
methods considering a single area, and data poisoning attacks for multiple areas have not been studied. In this
paper, we propose methods of optimally designing the number of attackers allocated at each area to maximize the
effectiveness of the attack in crowdsensing in which the measurement value is estimated at each area independently.
Using computer simulations, we show that the proposed method generates error at many areas and increases the
total error among all the areas.
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